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Agenda

E% Cyber Security Framework

o 2 3 0o o

Identify Protect Detect Respond Recover

* Greatest Risks for SCADA Systems
e OT Security Foundations:
* |dentify, Protect, Detect, Respond, Recover

* Challenges in Industrial Operations
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Flat Networks

(%i)
Sites with no segmentation and
firewall rules.

OT hardware on the IT Network

Only segmentation is logical with no
access control exposing the

network across SCADA platform

Remote Sites Security ‘iﬁ f

Small remote sites (3-5 IP enable
devices) did not have any security
at the edge.

Any changes or network access to
remote sites was not tracked and
no security was enforced at the
edge.

Lack of Access Control

Limited Biz Integration

Infrastructure without abilities to
integrate with Biz Apps to modernize
operations (loT meters, GIS, CMMS,
Energy Mgmt, ERP, Data Lakes, etc).
Limiting adoption of new technologies
and strategic digital transformation
initiatives.

Lack of Identity Management and
Access Controls across all sites. Limited
implementation of Active Directory.
User and Password management was a
major maintenance hassle. Lack of
accountability as operators and
supervisors were sharing passwords.
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IT based Remote Access (VPN) was
extended to OT environment
without considering OT use cases
No Security at endpoints or
required visibility and audit trail to
comply with audits.

et Mlanamoamaoan

Lack of OT asset monitoring. Do not
have any visibility of rogue devices
connected to the OT network.

No anti-virus or Endpoint Detection and
Response solutions.

No asset baselining and application
behavior monitoring.
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Would Kou be interested in knowing where all your assets are in the
network and how to mitigate risk across your environment?
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Operational
Technology

Assessment Report

Prepared For
Mew Bay Energy
Prepared By
John Smith
Fortinet

Report Date
Sep 15, 2022

Executive Summary

We aggregated key findings from our OT assessment within the Executive Summary below. While the highlights are listed
below, a more detailed view of each section follows. Be sure to review the Recommended Actions page at the end of this
report for actionable steps your ofganization can take to protect your OT assets, validate industrial application usage, and

identify potentially susceptible OT hosts.

Security
— 4,172

Application

Vulnerability Attacks

\/ Detected

Note that any threats observed within this report have potentially bypassed your existing network security controls, so they
should be considered active risks until otherwise fully reconciled.
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Devices Attempting
Extemal Connection

Applications

84

Total OT
Applications
Detected
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Applications in use within OT environments should be constrained and monitored. Understanding the industrial applications
within your netwaork can help define corporate use policies, set access controls on airgapped networks, and minimize

unnecessary chatter.

Utilization
2.7ce

Total Bandwidth
Used

m[e)

364.0me
m Average OT
Bandwidth Per Day

oT

Understanding overall utilization on your OT network can help with capacity planning and streamlining network traffic over

time.

Recommendations

1. Quarantine Botnet Hosts

Botnet activity was detected on at least one host within your network. You should immediate quarantine any botnet
hosts (e.q. remove them from the network) and Investigate any associated breach activity.

2. Reconcile External Remote Access

It Iz not uncommMOon to use remote access applications to access industrial systems. However, you should audit the
remote access applications listed in this report to ensure that only legitimate access is occuming within your OT
segment.

3. Audit Devices Communicating Externally

Devices within an OT environment are nomally air-gapped or isolated into specific industrial segments on the
network. While running the assessment, we detected devices attempting to communicate extemally; this may
indicate malicious C&C activity and is worthy of additional investigation.

4. Verify Firmware on OT Devices

‘We detected OT specific application attacks on your network. Verify that potentially affected devices are running the
latest fimware and are not an exposure risk to application vulnerabilities.

5. Audit High Risk Hosts for Attack Susceptibility

Some hosts on your network are exhibiting a high degree of suspicious behavior [which could include originating
lateral attacks, potential malware installation, or botnet activity detected). Review the hosts most at risk, and
guarantine those devices untll you can determine the root cause of the suspicious behavior.

Cyber Threat Assassment Repoart
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Security
Quick Stats | = 4,172 application vulnerability attacks detected . G dauicas altempllng a:lemal connection
= 3 malware andfor botnets discoverad 6 OT a attacks d d

Activity Between OT Devices

Understanding activity derved from the industrial network can be useful when trying to troubleshoot application
communications between devices. The visualization below tracks OT device application log counts (which in tum indicates a
higher degree of activity). Mote that only OT device activity is shown (any host sending/receiving industrial application traffic)
and that certain industrial protocols can use multiple function calls over a single extended session.
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="= Cyber Threat Assessment Report 3

Applications

Quick Stats | = B84 total OT applications detected

* B9%:31% T vs. OT Application Mix
= 185 T applications detected
« 289 total applications detacted

= B remote access applications detected
« 32.0% percantage of OT traffic

High Risk Applications

The FortiGuard research team assigns a risk rating of 1to 5 to an application based on the application behavioral
characteristics. The risk rating can help administrators to identify the high risk applications quickly and make a better decision
on the application control policy. Applications listed below were assigned a risk rating of 4 or higher,

# Risk Application Category Technology Users Bandwidth  Sessions
1 B PoxyHTTR Proxy Network-Protocol 26 33208 M8 93688
2 [ ctixRecaiver RemoteAccess  Cllent-Server n 8.25 M8 2,845
3 [ roP Remote.Access  Cllent-Server 4 4183 M8 200
4 [ wc Remole Access Client-Server 1 2553 K8 180
5 [ Splashtop Remote Access Client-Server 1 306.63 KB 18
6 [ Windows Powershell Remote Access Client-Server 1 981 KB 2

High Risk Industrial Applications

Industrial applications which are classified as high risk shoud be investigated. This table shows the highest risk industrial
applications detected on your OT network sorted by risk rating. Typically, industrial applications by their very nature are lower
rigk, but if there are industrial applications with fsk ratings 4+, you should imvestigate further,

| IEC60870.5.104_Contral Functions.Unnumbered Industrial  Client-Server 6.31 MB 3688
Vedeer-RooLATG.Access Industrial  Client-Server 5.25 MB 2,475
A Closer Look at “Bad Stuff”

= Depending on the assessment type, we define “bad stuff” as...
» NGFW = malware/botnets & high risk applications
» Email = malware/botnets, malicious URLs, & impersonations
» SD-WAN = malware/botnets & unusual cloud app usage

= So, what percentage of total assessments do you think we find
“bad stuff” in (e.a. bypassing security controls)?

Utilization

Quick Stats | » 2.7GB total bandwidth used
= 13 total OT devices detected

* BA%:32% T vs. OT bandwidth mix
o 99%:1% 1T vs. OT session mix
» 3B4.0MB average OT bandwidth per day

OT Application Bandwidth Utilization

By looking at OT bandwidth usage when distributed over an average day, administrators can better understand their
organizational ISP connection and interface speed requirements. Bandwidth can also be optimized on an application basis
{using throttling), specific hosts can be pricritized during peak traffic times, and fimware updates can be rescheduled outside
of working hours.
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Average Log Rate by Hour

Understanding average log rates is extremely beneficial when sizing a security environment from a performance standpoint.
Higher average log rates applied to specific hours usually indicate peak traffic usage and throughput. Calculating enterprise-
wide log rates can alzo help when sizing for upstream logging/analytics devices such as FortiAnalyzer. Keep in mind, the log
rates presented here are with the full logging capabilities of the FortiGate enabled and will include all log types (traffic, anti-
wirus, application, IPS, web and system events).

24

== Cyber Threat Assessment Report
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#H2 — Protect

Question 1

& Cyber Security Framework

B
&S
PRy

Do you have concerns with legacy OT equipment

that is not “patchable”?

Question 2

Have your OT systems ever gone down due to

issues with IT patch management?

Question 3

Does your organization have multifactor
authentication (MFA or 2FA) deployed on all
access to OT systems or hardware technologies?
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Solutions: Segmentation

/énterprlse
Network
(]
\_ Enterprise WLAN
(_ Terminal Services /
Industrial/ N s
Enterprise £ ]
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S
(Industrial Industrial )
Network #1 ] Router Network #2
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PLC Local
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Manufacturing Example
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———————p ZTNA Telemetry
——————— Sync ZTNA tags & certificates
=& ZTNA policy

——— & ZTNA IP/MAC filtering

Off-net Clients

&

FortiClient EMS

b

o

l:llm'h-ﬂm
O

On-net Clients

Protected

servers & resources

Validate the Device - Verify User - Limit Access and Privileges
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Single Pane of Glass

Enterprise Grade Management

Device Manager v

Device & Groups  Provisioning Templates  Scripts  SD-WAN

ADOM: FortiGate-Cluster

B Add Device ~ B8 Device Group v

B Marsged Fortibnalezer )

» Centralized policy
creation and element
management

» Complete Security

Fabric Integration
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O

Device Manager
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N

,
&
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Fabric View

FortiView

Device Manager v+ Device & Groups

& Device Meme:
# FGT-BR-Atlanta
# FGT-BR-Caira

4 FGT-BR-Dubdin

4 FGT-BR-Huala-Lumpur
4 FGT-BR-Mexico-City
# FGT-BR-Sac0-Paula
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a
a
a
a
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a
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a
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Policy & Objects

Fortiswitch Manager

NOC - 50C

Install Wizard & Toals

oo 16 ooviess
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& Install ~

10 oavicas

Connection Down

i More w5 Column Settings -

Canfig Status Palicy Package Status

o i + FGT-DR-AL

" Bynchronized ' FGT-BR-Cairo

» Synchronized w FGT-BR-Dubiin

« Synchronized  FGT-BR-Horoluby

" Synchronized + FGT-ER-Kuala-Lumpur
w Synchronized o FGT-8R-Mexico-City
o o FGT-BR-Sa0-Pauk

v  FGT-B raburg

Provisioning Templates Scripts SD-WAN

Q)

AP Manager

Log View

]

FortiClient Manager

2

Ewvent Manager

Hast Narme
FGT-BR-Atianta
FGT-BR-Cairo
FGT-BR-Dublin
FGT-BR Honakil
FGT-BR-Kuala-Lumpur
FGT-BR-Mexico-City
FGT-BR-5aa-Paulo
FGT-BR-5-Petersburg

VPN Manager

Reports

10 covices
Dievice Carfg Modied

1P Addcdress

10.68.210.162
10.88.210.168
10.88.210.172
10,68,210,14%
10.88,210.185
10.88.210.147
10.88.210.170
10.58.210. 146
10.88.210.164
10.89.210.161
10.88.210.1460
10,68,210,125

10.84.210.124

10.68.210.127

10.88.210.128

10.88.210.130

1 Davess
Pulicy Packge Modifes

Platform
FortiGate- V&4
FortiGate-VMe4
FartiGate-Vha4
FortiGate WMa4
FartiGate- WM&+
FartiGate-uhisd
FartiGate-Vhé4
FartiGate-Vhié4
FortiGate-VMe4
FartiGate-Wha4
FartiGate-VMé4
FortiGate-Wia4
wdom

FartiGate-yhi6d
wdom

FortiGate-vie+4
wdom

FartiGate-VMs4
wdom

FartiGate-yhisd
wddom
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Follow your plan.

Update Cybersecurity Policy and Plan
with Lessons Learned

Test your plan
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5% Cyber Security Framework #5 —_— Re Cove rv

pay ) . © o Y-
Identify Protect Detect @ = Respond = \ Recover

Question 1

Are you backing up all your OT data on a
regular basis, including storing one recent
backup offsite?

Question 2
Has your organization ever been hacked?

POLL
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Levels 5:
Internet DMZ

Level 3:
Plant DMZ

Levels 2/3:
Control
Center/Processing
LAN

Level 2:
Local HMI LAN

Level 1:
Controller LAN

Level 0:
Phsical Processes,
Field IYO Devices

Field Field Field
Device Device Device

-

q-
t -
F==—"1¥

Engineering
Workstation

SCADA, DCS, or
Hybrid Zone

C

AUVESY-MDT

==RTINET

‘d\p> NET “ZIO R'\K4$I

OPSWAT.

MOXA

Source: AWS OT Security Management
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Challenges for Industrial Operations

e Required to comply with numerous regulations

* Increasing number and sophistication of attacks

* Increasing public awareness of cost of attack or sabotage

* Loss of safety, production, or reputation can ruin a company

* Most Industrial Control Systems lack minimal intrusion protection

e Cost of non-compliance can be staggering

* Large Companies are often targeted due to the value of the data.

 All large-scale breaches of publicly traded companies involve law
enforcement at the federal level, the FBI, Department of
Homeland Security and other agencies

i
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Questions? ©)

Other items to think about:

* How do you handle on/off-boarding of vendors/employees with OT remote access?
 How do you manage version control, are you required by an outside body to maintain it?
* When was the last time you performed a risk assessment?
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OT Cyber CTAP Or Vilas County Water: Net k Di

GE SCADA & Historian
Migration Roadmap

We & partners come onsite
and build your roadmap:

Deliverable will be a
Logical Network Diagram

Windows 10 PCs

iFix w2022 iFix w2022

HE 48 58

99 5 5 5

IIIO

Little Bend Creek Site

All Windows Server 2016

GE Training Offer e o —

- I I I I“ @ Stations @ R
. . . . . FortiNet vice m - iFix v&.!
Unlimited Online Training P U v

— — — or New nvil
T T 0 —L7] — 0 TC17 E]n 1171 tags

IVI O d U I eS sC1 sc2 sC1 sC2 HIST
] )] )] G g, -

Cox = Cliant
SCx=SCADA
TCx - ThinClient
TSx=RD Server
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https://csrc.nist.gov/News/2022/guide-to-operational-technology-ot-security

https://www.cisa.gov/resources-tools/resources/ics-recommended-practices
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https://csrc.nist.gov/News/2022/guide-to-operational-technology-ot-security
https://www.cisa.gov/resources-tools/resources/ics-recommended-practices

Safeguarding Instant

Assets Recovery ™

Ensure all devices are -' | Quickly bring back the
loT Device configured correctly right systemn Business

configurations .
Management : Intelligence
Know and manage what ' : Make more informed
IS going on with your o - decisions
devices
evices ® ®
| 2V |

Education & Operational
Training ? ? Efficiency
Use octoplant Threat Cc:-mpliance Drive efficient
effectively i operations

Protection | _ Management

Take proactive action to Fulfill regulatory

prevent security requirements and

breaches streamline production

audits
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Conducting an OT Assessment

INSTALL FORTIGATE FIREWALL

Deploy in Sniffer Mode or Inline to
minimize disruption to existing network.

MONITOR TRAFFIC LOGS

Collect log traffic locally or to remote
server for approximately 3-7 days.

REVIEW SECURITY REPORT
Investigate findings and review risks

with your organization.

/ BENEFITS

- Experience
« Receive an

.

Evaluate FortiGate in your network

~

the value of FortiGuard
assessment report!

/.

/
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ENHANCED Purdue INDUSTRIAL Architecture

Standards-based Framework with Fortinet Security Fabric

™
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§ Or tration & Aut ? e - s % _ industrial Demilitar Lu'“lo;;
6 Advanced Threat Protection L @ - i
% + Al, Sandbox and Deception St e 5
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3 » Behavior Analytics Fortnarret
» Internal Segmentation Specialized lloT  Supply Chain
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'«E = Enterprise Protection . ®e®
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& Zones of Control (. Q
O . Zones and Conduits :x: sl )
- M tation L : - / - . . e . - : ]
- . Prﬁr;csolegnv?wal Segmentation P ; e S e T A | o ' - Pmplangl’?;nlytnmics
Application & Traffic Visibility m s - T
* Next Gen Firewall | _ -~ -~ - - rviso ! ) i shi
* Industrial Threat Feed e_o FotOum Piwest | <3, L0y duriial Frvebs SO SO Ll sun.c:.ntrz 5 g
« Application Control Pt e - —_— - J— Level2 I
- IPS e . e e Y e —— R | %
ol i [P it ™ PR Pl = 4 Process =
Zones of Control L4 ColliAres 91 | ; Control
‘ = " . Level 1 Physical Secunty

(@ = = - - ot ’ Dantribate
=7 f ColliAres #2 - Wrsiess 9

Ring Topology

* Micro Segmentation '
« Physical & Virtual Segmentation
Secure Access —— - _ : : CelliArea 3 Access Control F‘.'E.:':;v‘:ﬁ

Unear Topology) Skrage -

N
g « Zones and Conduits
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* Industrial L2 Switching and WiFi @ R, R - IR R - e S i—— T =
* Network Access Control WE—— D ' W C
7 'ndustral Physical

: ; I o R
FurstDR SMART Building -
Endpoint Systems 5] sing n @ A Control b~
pt Physical Security rcn s cf @ Systems cgrsickares Edge Analytics

« Advanced Endpoint Detection and Access Control Systems Level 0
Response o 2 = iz (loT Edge Devices)
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Defense in depth

Policies, Procedures, Awareness )
- Documented security

processes
Physical » Standards
« Locked server » Incident reporting
storage « Employee awareness
SR — Boundary Defense E—— « Key cards . Compliance Re.po.rting
» Authentication - Heiion « Port blocks . Bl‘Jsmess Continuity
. IZGSSWOI'Cl The Edge detection and : gatez * Disupter Resovery
. Vj:i%:g?i:t « Edge poll.c.y prevention Wetas
Management » Vulnerability systems
« Predix Secure OT Network - Security Zones management « Device security
Development « Network « User access « VPN
Lifecycle Host » Vulnerability/Patch ~ Segmentation > Passwird »DMZ
» Secure o Management « Network IDS control
commmunications . IPS Y - Device identity
Application . Anti-Virus Eirewall and ?nventory
) ] « Firewall - Certificate
: E:Srpyo[;:izn « Hardening management
« IAM - Data » Access Controls
« Authentication » Containerization
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Department of Homeland Security
(DHS) Cybersecurity and Infrastructure
Security Agency (CISA)

National Institute of Standards and
Technology (NIST)

American Water Works Association
(AWWA)

International Organization for
Standardization (ISO), 62443

International Society of
Automation/International
Electrotechnical Commission (ISA/IEC)

EPA has provided an optional Checklist
that PWSs (or states) may use to
conduct an assessment of
recommended cybersecurity practices
and controls.
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