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Introductions

• Greg Santos – CB Pacific Account Manager
• Brad Frayo – CB Pacific Account Manager
• Sheriane Evans – CB Application Engineer
• Pete Miller – CB Application Engineer
• Prasad Pai – GE Director of Automation Product Portfolio 
• Alec Granger – GE Product Manager 
• Mark Fusick – CB Pacific Account Manager
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Agenda

• Greatest Risks for SCADA Systems
• OT Security Foundations: 

• Identify, Protect, Detect, Respond, Recover
• Challenges in Industrial Operations
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Greatest Risks for SCADA Systems

• Sites with no segmentation and 
firewall rules.

• OT hardware on the IT Network
• Only segmentation is logical with no 

access control exposing the 
network across SCADA platform

• Infrastructure without abilities to 
integrate with Biz Apps to modernize 
operations (IoT meters, GIS, CMMS, 
Energy Mgmt, ERP, Data Lakes, etc).

• Limiting adoption of new technologies 
and strategic digital transformation 
initiatives.

• IT based Remote Access (VPN) was 
extended to OT environment 
without considering OT use cases

• No Security at endpoints or 
required visibility and audit trail to 
comply with audits.

• Small remote sites (3-5 IP enabled 
devices) did not have any security 
at the edge. 

• Any changes or network access to 
remote sites was not tracked and 
no security was enforced at the 
edge.

• Lack of OT asset monitoring. Do not 
have any visibility of rogue devices 
connected to the OT network. 

• No anti-virus or Endpoint Detection and 
Response solutions. 

• No asset baselining and application 
behavior monitoring.

• Lack of Identity Management and 
Access Controls across all sites. Limited 
implementation of Active Directory. 

• User and Password management was a 
major maintenance hassle. Lack of 
accountability as operators and 
supervisors were sharing passwords.
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#1 – Identify                  POLL#1

Question 1
Do you have an OT Cybersecurity Plan?
Question 2
Is your OT environment segmented from IT environment?
Question 3
Do you know how many SCADA assets you have on your network?
Question 4
Do you know the software version and patch state of all the devices 
on your network?
Question 5
Would you be interested in knowing where all your assets are in the 
network and how to mitigate risk across your environment?
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OT Cyber Threat Assessment Program (CTAP) Deliverable:
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#2 – Protect                 POLL#2

Question 1
Do you have concerns with legacy OT equipment 
that is not “patchable”?
Question 2
Have your OT systems ever gone down due to 
issues with IT patch management?
Question 3
Does your organization have multifactor 
authentication (MFA or 2FA) deployed on all 
access to OT systems or hardware technologies?
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OT Cybersecurity Solutions: Segmentation



13

VPN vs ZTNA

Validate the Device - Verify User - Limit Access and Privileges
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#3 - Detect
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#4 - Respond
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#5 – Recovery             POLL

Question 1
Are you backing up all your OT data on a 
regular basis, including storing one recent 
backup offsite?

Question 2
Has your organization ever been hacked?
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Source:  AWS OT Security Management

OT Security Management meets Purdue Model



• Required to comply with numerous regulations
• Increasing number and sophistication of attacks
• Increasing public awareness of cost of attack or sabotage
• Loss of safety, production, or reputation can ruin a company
• Most Industrial Control Systems lack minimal intrusion protection
• Cost of non-compliance can be staggering
• Large Companies are often targeted due to the value of the data.
• All large-scale breaches of publicly traded companies involve law 

enforcement at the federal level, the FBI, Department of 
Homeland Security and other agencies

Real concerns operations face 
with their cybersecurity.

Challenges for Industrial Operations



Questions?

Other items to think about:
• How do you handle on/off-boarding of vendors/employees with OT remote access?
• How do you manage version control, are you required by an outside body to maintain it?
• When was the last time you performed a risk assessment?



Benefits and Offers (50% Off)

• OT Cyber CTAP or
• GE SCADA & Historian 

Migration Roadmap
› We & partners come onsite 

and build your roadmap:
› Deliverable will be a 

Logical Network Diagram

• GE Training Offer
› Unlimited Online Training 

Modules



Appendix

https://csrc.nist.gov/News/2022/guide-to-operational-technology-ot-security

https://www.cisa.gov/resources-tools/resources/ics-recommended-practices

https://csrc.nist.gov/News/2022/guide-to-operational-technology-ot-security
https://www.cisa.gov/resources-tools/resources/ics-recommended-practices










Cybersecurity
Controls and 
Requirements

• Department of Homeland Security 
(DHS) Cybersecurity and Infrastructure 
Security Agency (CISA)

• National Institute of Standards and 
Technology (NIST)

• American Water Works Association 
(AWWA)

• International Organization for 
Standardization (ISO), 62443

• International Society of 
Automation/International 
Electrotechnical Commission (ISA/IEC)

• EPA has provided an optional Checklist 
that PWSs (or states) may use to 
conduct an assessment of 
recommended cybersecurity practices 
and controls.
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