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With over 25 years of combined 
experience, we are prepared to 
tackle today’s biggest challenge 
in automated production: 
delivering production 
resilience.

About AMDT

MDT Software 
was founded

1987
AUVESY (Automated 
Versioning Systems)
was founded 

2007
AUVESY and MDT-
Software merged

2021

Visit our website:
www.amdt.com

200+
Employees

3000+
Customers

6/10
of the world's largest 
manufacturers uses 
octoplant

100+
Partners across the 
globe

Both names merged 
to one: AMDT

2024
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We deliver production resilience
to over 3,000 of the world’s most known brands

Over 

60% 

of the world's 
largest 
manufacturers rely 
on us!
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The ability to quickly adapt 
to disruptions or unplanned 
events that could threaten 
operations, people, brand, 
or reputation.

What is Production Resilience?
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ENTERPRISE VIEW

Two views on production resilience
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PRO HUB

SITE VIEW ENTERPRISE VIEW
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Device Management
Know and manage your OT and 
related IT components centrally

Versioning
Go back in time to track changes 
and recover proven configurations

Threat Protection
Take proactive action to prevent 
security breaches

Assets Safeguarding
Ensure all devices
are configured correctly

Business Intelligence
Make decisions efficiently

Operational Efficiency
Streamline and optimize 
operations

Compliance Management
Fulfill regulatory requirements 
and streamline production audits

Instant Recovery
Quickly bring back the right 
system configurations
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Our solution: hardware-agnostic industry standard

We can backup and version any 
OT device or document

Sensors

HMIs

Robots

CNCs

PLCs

SCADA systems

Motor drives

Field devices

Switch/Router/Firewall

Industrial PCs

Programs, configurations 
and parameters

Enhanced management for 
150+ most common OT and OT-related IT devices
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Five key functions to improve Production Resilience

Backup

Restore

Check-Out / Check-In

Change Detection

Risk Mitigation
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Automated production is undergoing drastic changes

70%* of industrial firms 
experienced a cyber attack 

in 2023

OT device landscape is 
increasingly complex
and diverse as new 

technologies are introduced

Change management 
is the top workforce related 

challenge in industrial 
organizations

*ABI Research & PALO ALTO NETWORKS Report: THE STATE OF OT SECURITY 20249
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Human Errors

Unapproved Changes

Lack of Traceability

Employee Turnover

Recovery from Equipment Failure

Cyber Attacks

Natural Disasters

You name it

Threats to Production Resilience
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Recent events in production

Undetected change 
in production
Recall of over a 
million gallons

OT ransom cyber 
attack on Windows 
XP/98 devices
Production shutdown

Flaws in the production 
process
Recall of 296 different 
products

With a more comprehensive backup and recovery strategy using octoplant,
these companies would have saved millions!

ESTIMATED DAMAGE: $100m ESTIMATED DAMAGE: $350m ESTIMATED DAMAGE: $45m
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Resilience is a company wide 
priority, with different needs 
across roles

CEO/COO

VP of Operations

OT & IT Security Manager

Plant Manager

Engineering

Maintenance
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Production resilience priorities

Management

Profitability of operations

Minimize organizational risk

Maintain competitiveness

Protect brand reputation

Security (OT/IT)

Regulatory compliance (NIS2/NIST)

Threat protection

Risk monitoring

Incident response

Operations

Maximize production output

Maintain quality standards

Maintain production equipment

Recover from disruptions

While priorities are different, all are preparing against the most common production threats…
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Receive a 360-degree view of your production environment

Project tree in an individual 
structure (e.g.: cost center, 
geography, etc.)

Clear overview of the integrated 
assets so you can see what is 
going on



Easy set-up for safeguarding 
intervals (e.g.: to cover shift 
changes)

Configure notifications to find 
out when changes were made in 
production

Scheduled backups with automated notifications to alert
users about production changes



Detailed graphical information 
about changes

Easily compare different 
versions and statuses with the 
help of a clear change detection 
and analysis:

• in graphical form
• as a table 
• in text form

AFTER BEFORE

Smart-Compare made easy:
Clear analysis of version and status differences



1) Select the applicable backup and copy it to a 
defined directory 

2) Deploy the backup to the device via the 
engineering editor software

All backups in a central location to minimize 
search time and ensure that everything is 
where it should be

Restore production at the push of a button
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Check-in
Copy newly

created version to server

Check-out
Copy current
version to client

Backup
Create backup &
collect HW/FW config

Restore
Download recoverable projects 
to the automation system

Compare
Compare backup with 
current version

PLCs, CNCs, Robots, HMIs, SCADA systems, workstations and more

1
Server

2

A
B

C
D

CHANGE MANAGEMENT BACKUP and ALERT

Edit
Apply changes to the 
project or current version

Octoplant workflow

Client

Version
If different than previous 
backup, a new version is created 

3

Alert
Notify users or user groups of 
detected changes

4

OT NETWORK
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Easy workflow, exemplified



Check-Out

Place soft or hard lock on 
component in octoplant to 
let other users know you 
are working on it

Copy files to different 
directory than current 
workstation if needed

Check out project files



Open with editor

Use octoplant to launch 
editor software and 
project

Go online with device, 
execute changes as you 
currently do

Download changes to 
device and save before 
closing editor and 
returning to octoplant



Create new version

Return to octoplant and 
create new version

Notate changes between 
checked-out version and 
inbound (new) version

Changes detected are 
highlighted in bold red 

Create version and check in



Check-In

Lock removed from 
component in octoplant

Latest version checked in to 
octoplant server, now serves 
as reference version for all 
future backup and compare 
jobs for device

Summary of differences 
between latest two versions
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Maintaining 
oversight of plants

Our missionEnterprise view
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ENTERPRISE VIEW

Two views on production resilience

28

PRO HUB

SITE VIEW ENTERPRISE VIEW
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Instance 2 Instance 1 Instance … 

Enterprise view: Consolidate relevant data across sites

PRO HUB

One-way “push” communication

Cloud

On-Premises
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Aggregate information for all 
production across the entire enterprise
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Each site runs octoplant on-premises. 
Health and status metadata is pushed 
to cloud-based pro hub

Enterprise view: Consolidate relevant data across facilities

Corporate server used for Business Intelligence 
and synchronization of program files from each 
facility for disaster recovery

Each site has Business 
Intelligence (on-premises 
or SaaS) insights for its 
operations
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Site Resilience

Backup Status 

Asset Information

Site-Level
Visibility

Enterprise-Wide
Comparison 

Cross-System
Correlation

Enterprise Resilience

Single pane of glass 

Cross-site differences 

Enterprise Optimization

Change Impact

Data Correlation

Enterprise-wide visibility
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Key features – octoplant pro hub

Compare insights across sites

Aggregated performance view

Import and export data from 3rd Party

Overview of current vulnerabilities

Notifications for critical values

PRO HUB
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Report overview – Current Job Status



Report overview – Job Log / Historical Status



Report overview – Component Status



Report overview – Job Duration
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Asset Inventory and CVE Detection

SITES ASSETS CVEs

Site North

Site South

Siemens PLC

Critical: CVE-2022-28465

High: SSA-473245

Cognex Camera No CVE found
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Let us deliver 
production resilience 
together!

+ YOU!
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Q & A
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